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I.  How to Reduce Illegal Gun Trafficking 
 
A.  Identify Traffickers 
 
1.  Develop a Gun Trace Database 
Crime gun trace data are a vital tool for identifying potential gun traffickers.  Cities should request 
that the Bureau of Alcohol, Tobacco, Firearms and Explosives (BATFE) trace all firearms recovered 
from criminals, and provide the cities with electronic data files of previous trace results from 1997 to 
the present.  Law enforcement agencies can submit and receive crime gun trace requests 
electronically, significantly reducing errors and saving time.    
 
2.  Combine Data from Different Jurisdictions 
Crime gun trace data from different jurisdictions should be consolidated so that regional patterns can 
be detected.  Our analyses of BATFE trace data demonstrate that some gun stores sell unusually 
large numbers of guns that are subsequently recovered from criminals in several different cities.  
Johns Hopkins Center for Gun Policy and Research can work with police departments to develop 
standard protocols for collecting and sharing trace data, so that an integrated database can be created. 
The database could be accessible to law enforcement officials and to researchers with safeguards to 
protect the confidentiality of the data.   
  
3.  Supplement Database with Information from Police Investigations 
For the vast majority of cases, BATFE trace data only provide information up to the first retail 
purchase of the gun. The value of the data can be greatly enhanced by the inclusion of information 
collected in follow-up investigations. Additional intelligence about illegal gun suppliers can be 
collected through routine debriefing of criminal suspects and informants, particularly if incentives 
are offered. This information could then be merged with crime gun trace databases.  
 
4.  Link Trace Database With Other Databases Where Available 
Data from the trace database should be linked with other databases where possible.  In states that 
collect detailed data on firearm purchase applications, gun stores can be ranked based on the number 
of guns recovered from criminals per 100 guns sold.1  Dealers that are “outliers” – that is, dealers 
having an unusually high probability that a gun they sell will be recovered from a criminal – can be 
identified in this way.  Firearm registration information (available in some states) and criminal 
history data can also be linked to the trace database. 
 
5.  Develop and Use Indicators of Gun Trafficking to Prioritize Cases 
Trafficking indicators have been developed to prioritize cases that warrant follow-up. These include:  
    a)  Recovery of a firearm in a state with strict gun laws and sale in a state with weak gun laws;  
    b) A brief interval (2 years or less) between retail sale of the gun and its recovery from a criminal;  
    c) Inexpensive handguns purchased as part of a multiple-gun sale;  
    d) A purchaser connected to other crime guns;  
    e) A purchaser who by-passes gun stores closer to his residence to purchase from a gun dealer 
with many crime-gun traces;  
    f) Attempt to obliterate the serial number of the firearm; 
    g) No dealer record of sale; and  
    h) A gun dealer connected to many out-of-state crime guns.  
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B.  Prevent Gun Dealers from Diverting Guns to Criminals 
 
1.  Undercover Stings of Gun Dealers 
Research by Johns Hopkins indicates that undercover stings of suspect gun dealers, coupled with 
prosecutions and publicity about the effort, can lead to substantial reductions in the number of new 
guns diverted to criminals.  Using this strategy, Chicago reduced the diversion of recently purchased 
guns to criminals by 46%.2  In another case, we found a Milwaukee-area gun dealer that had been a 
major supplier of guns to criminals and changed sales practices, including desisting from selling 
small, inexpensive handguns commonly linked to crime, to address the problem.  This change led to 
a 70% reduction in the number of guns sold by the store that were subsequently recovered from 
criminals and a 44% reduction in new trafficked guns citywide.3 
 
2.  Increase Oversight and Inspection of Gun Dealers 
Cities can enact local laws (if not preempted by state law) and also advocate for state laws that 
would enhance the regulation and oversight of gun dealers.  Model legislation can be developed 
requiring firearm dealers to: 
    a) Be licensed by the state or local government following a thorough background check of dealers 
and employees; 
    b) Create and maintain records for all firearms purchased and sold; 
    c) Be inspected at least annually to check compliance of firearms sales laws; 
    d) Use theft protection devices and immediately report any stolen weapons 
    e) Provide authority to state or local law enforcement agencies to fine, suspend, or revoke licenses 
to sell firearms if gun dealers violate gun sales laws.4 
Our research shows that states that have and enforce these comprehensive regulations have fewer 
guns sold by in-state gun stores that are diverted to criminals soon after retail sale.5   
 
3.  Revoke the Licenses of Problem Gun Dealers 
Requiring gun dealers to be licensed by the state or local government enables states or cities to shut 
down problem gun dealers.  Under current federal laws and enforcement practices, gun dealers 
typically lose their license only after there have been many years of repeated violations sometimes 
numbering in the thousands. Requiring local licenses provides cities with the ability to revoke the 
licenses of problem gun dealers soon after significant violations are identified. 
 
4.  Encourage Gun Dealers to Collaborate with Law Enforcement to Combat Trafficking 
Gun dealers can be enlisted to provide tips to law enforcement when they observe individuals using 
false IDs for firearm purchase applications or engaging in illegal straw sales.  Cities could provide 
monetary rewards for tips that lead to arrests of gun traffickers. Dealers can also be encouraged to 
adopt practices that discourage illegal sales including using scanners to verify the legitimacy of 
drivers’ licenses, training employees how to spot fake IDs, using security cameras to videotape sales 
transactions, and prominently displaying signs warning customers about key gun sales laws and store 
policy to report attempts to violate gun sales laws to law enforcement. 
 
5.  Engage in Innovative Litigation 
A recent federal law makes it difficult to use litigation to curtail gun dealer practices that enable 
criminals to obtain firearms. However, there are circumstances under which lawsuits against gun 
dealers remain viable.  For example, a gun dealer may be cited for numerous violations for having 
no accurate sales records for guns that were once in its inventory.  If one of these guns is used to 
harm a victim, the gun dealer could be sued if his “knowingly” criminal behavior contributed to the 
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harm. Crime gun trace data can aid in this effort by identifying violent crimes in which a gun was 
used but the retail seller could provide no sales record. 
 
In another creative use of litigation, New York City’s lawsuit has been allowed to proceed because, 
in part, the State’s public nuisance law has been interpreted as a criminal law applicable to the sale 
of firearms – fitting an exception to the Protection of Lawful Commerce in Arms Act (PLCAA).6   
Lawsuits that fit this and other exceptions to PLCAA should be explored. 
 
C.  Strategic Anti-Gun-Trafficking Enforcement 
 
Boston police, in collaboration with ATF, used crime gun trace data, trafficking indicators, 
debriefing suspects about illegal gun suppliers in ways described above, and follow-up 
investigations of individuals suspected of trafficking guns to gangs.  An evaluation of this effort 
found that this multi-component strategy led to a significant reduction in the diversion of guns to 
criminals.7 Special gun units in New York, Chicago, Philadelphia, and other cities have been 
effective in identifying and arresting traffickers. 
 
D.  Advocate for Laws that Increase the Costs of Gun Trafficking 
 
Many laws can make illegal gun trafficking more costly and riskier for traffickers. The biggest 
loophole in federal and most state gun laws is the failure to require background checks for firearms 
sales by private individuals. In states with this loophole, gun shows provide a convenient venue for 
traffickers and other criminals to purchase large quantities of firearms from sellers, some of whom 
advertise “No background check necessary.”8 A study of gun shows in California, a state that 
regulates private sales, and four states that do not regulate private sales, found that anonymous, 
undocumented sales and illegal straw sales were far more common at gun shows in the unregulated 
states compared with gun shows in California.8 Requiring background checks for all firearms sales, 
especially if coupled with mandatory reporting of gun thefts,9 provides law enforcement with the 
tools to convict traffickers and deter illegal sales. Restricting gun purchases to no more than one per 
month can reduce interstate trafficking.10  
 
Many criminals obtain guns through theft. One way to reduce gun theft is to require gun owners to 
lock up their guns by enacting child access prevention (CAP) laws. CAP laws reduce teen suicides 
and have been enacted in states often resistant to gun restrictions (e.g., Texas and North Carolina).11 
 
Some of the legislative options mentioned above can be enacted by local governments in some 
states. State laws preempting local firearms laws, however, are a barrier in many other states.  
Because cities are disproportionately affected by gun violence and urban residents are more 
supportive of restrictions on guns, cities should work to undo state preemption laws.12  
 
E.  Evaluate Anti-Trafficking Interventions 
 
The cities involved in the mayors’ initiative to combat illegal guns will vary in the nature of their 
illegal gun problems and in the countermeasures they adopt.  It is critical that law enforcement 
leaders and policymakers have accurate data to determine the impact of their efforts. Information 
derived from evaluations should be shared among cities so that informed choices can be made about 
intervention options. Johns Hopkins researchers have expertise in evaluating a wide array of gun 
laws and enforcement initiatives,2, 3, 5, 8, 13, 14, 15, 16 and can work with cities to conduct additional 
evaluations that are scientifically rigorous and informative for policymakers. 
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II.  Reduce Illegal Gun Carrying 
 
Many shootings result from spontaneous conflicts in which an individual is illegally carrying a gun.  
Cities should deploy special police units to detect and deter illegal gun carrying at times and places 
where shootings are common. This strategy has reduced shootings in several cities by 30% to 70% 
without causing the violence spilling over to nearby areas.17, 18, 19  
 
Boston’s Operation Ceasefire provides another promising strategy for reducing gun violence. 
Offenders in target areas with the most violent criminal histories who are on parole or probation are 
instructed to show up at a “call in” meeting. Law enforcement officials tell offenders at these 
meetings that they will be under surveillance and will face federal prosecution if they are involved in 
any violence or firearm offenses. At these same meetings, offenders are offered assistance ranging 
from substance abuse treatment to job training to help them change their lifestyles. This strategy has 
been found to be effective in Boston, Indianapolis, and Chicago.20 
 
 
III.  Use Technology to Prevent Gun Violence 
 
A.  Personalized Guns 
 
1.  Educate Policy-Makers and the Public 
Cities can work with researchers and advocates to educate policy-makers and the public about the 
benefits of personalized guns.  A personalized gun is one that can only be operated by an authorized 
user.21  This can be accomplished through technologies, such as fingerprint recognition devices, built into 
the gun to recognize authorized users, or more simple locking mechanisms requiring the use of a 
personal code.  Requiring all new handguns to be personalized has the potential to prevent many kinds of 
gun deaths, including accidents,22 youth suicides, and assaults with stolen firearms. If all guns were 
personalized, it could also be much easier to regulate the illegal secondary market for firearms.23  

 
2.  Disseminate Model Legislation 
In 2002, New Jersey enacted a law requiring that, three years after the first personalized gun becomes 
commercially available for sale, all new handguns sold in the state must be personalized.  That law was 
based, in part, on model legislation developed by the Johns Hopkins Center for Gun Policy and Research.  
Model legislation can be updated to incorporate information about the latest technologies and approaches 
to firearm personalization.   
 
B.  Ballistics Technology 
 
1.  Encourage Use of BATFE’s NIBIN System 
Effective deterrence depends upon the ability of law enforcement to identify and arrest those who 
break the law. Investigators routinely use the BATFE’s National Integrated Ballistic Information 
Network (NIBIN) system to efficiently match ballistic evidence from crime scenes or match 
recovered firearms with crime scene evidence, leading to numerous arrests. In fact, offenders are 
aware of these practices and avoid purchasing used firearms, particularly from strangers, out of fear 
of being linked to prior crimes.24  
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2.  Require Gun Manufacturers to “Micro-Stamp” Their Guns 
Microstamping is a new technology that would make ballistics matching far more accurate and 
efficient than existing systems.25 Using lasers, engineers have been able to insert microscopic codes 
on multiple surfaces of the firing chamber of a gun. These codes identify the gun’s manufacturer, 
model, caliber, and serial number. Once decoded, law enforcement can use this information to 
identify the retail purchaser of the guns just as they do with current crime gun tracing.  Because the 
codes are microscopic and engraved on multiple surfaces, it will be extremely difficult for criminals 
to defeat the system.25  California became the first state to a pass law requiring microstamping of 
new firearms sold in the state (beginning in 2010). If a few more states pass similar laws, 
manufacturers may find it more economical to use microstamping for all the guns that they sell, thus 
providing an incredible tool for law enforcement and a strong deterrent to gun violence.  
 
 
About the Johns Hopkins Center for Gun Policy and Research 
 
The Johns Hopkins Center for Gun Policy and Research is dedicated to reducing gun-related injuries 
and deaths through the application of public health principles and sound research.  Its faculty have 
pioneered innovative strategies for reducing gun violence, and are nationally known for their high-
quality, policy-relevant work. The Center serves as an objective source of information for 
policymakers, violence prevention practitioners, advocacy groups, and the media. 
 
For further information about The Johns Hopkins Center for Gun Policy and Research, please 
contact Co-Directors, Dr. Daniel Webster (dwebster@jhsph.edu; 410-955-0440) or Jon Vernick 
(jvernick@jhsph.edu; 410-955-7982) or visit its website www.jhsph.edu/gunpolicy. 
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